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NOTICE OF  

PUBLIC CONSULTATION of 9 April 2019 

PC-2019-G-03 

Consultation is open from 9 April 2019 to 30 April 2019 

 

The Agency for the Cooperation of Energy Regulators (“the Agency”) invites third parties to 
submit their views with respect to the Agency’s proceeding to decide on the single capacity 
booking platform(s) to be used at the border between Germany and Poland, at the “Mallnow” 
physical interconnection point (“Mallnow IP”) and at the “GCP” virtual interconnection point 
(“GCP VIP”).  

1. Background Information 

On the 19 April 2018, the National Regulatory Authorities of Germany and Poland referred the 
selection of a single web-based booking platform for the booking of bundled gas transmission 
capacity on the border between Germany and Poland to the Agency. On 16 October 2019, the 
Agency decided on the platform to carry out the auctions at the above-mentioned interconnection 
points for a period of no longer than three years. 

On 14 February 2019, the Board of Appeal of the Agency annulled the Decision of 16 October 
2018.  

By 14 August 2019, in accordance with Article 37(3) of Commission Regulation (EU) 2017/459 
of 16 March 2017 establishing a network code on capacity allocation mechanisms in gas 
transmission systems (“CAM NC”) and in accordance with the procedural provisions of Article 
8(1) of Regulation (EC) No 713/2009 of the European Parliament and of the Council of 13 July 
2009 establishing an Agency for the cooperation of Energy Regulators the Agency will adopt a 
new decision on the above mentioned proceeding. 

2. The Consultation 

The Agency seeks to consult third parties on the criteria to be used when deciding on the capacity 
booking platform(s). The Agency has taken into account the results of the public consultation of 5 
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June 20181 on a proceeding having the same subject matter. 

With the consultation, the Agency is asking input on the following three aspects: 

1. Legal requirements (confirmation); 
2. Governance; 
3. IT requirements (self-assessment and case study, see further information later in the notice). 

These criteria will form the basis of the evaluation of the Agency of the offers that may be 
submitted by the booking platforms willing to offer IT services for the above-mentioned 
interconnection points on the border between Germany and Poland. 

Stakeholders are invited to submit their observations until 

30 April 2019, 23:59 hours (CET) to bookingplatform@acer.europa.eu 

The Agency values the information that will be gathered through this public consultation; however, 
the Agency stresses that the results of the consultation are not binding the Agency, and the Agency 
will base its decision on all information collected in the course of the proceeding. 

3. Publication of responses 

Following the public consultation period, the Agency will publish all answers received from third 
parties (removing personal data). The Agency advises respondents to claim confidentiality only 
for commercially sensitive information and to ensure that a non-confidential version is also 
submitted. Nevertheless, if you wish to submit confidential material, please indicate that the 
document is ‘CONFIDENTIAL’ in the subject line of the e-mail and provide simultaneously a 
NON-CONFIDENTIAL version to your answer. The Agency will not treat as confidential those 
e-mails which contain only a standard disclaimer inside the message of the e-mail (usually added 
automatically at the bottom). 

4. Privacy Statement 

The standard Privacy Statement is available on the website of the Agency and it will be followed 
during the current proceedings https://www.acer.europa.eu/en/The_agency/Data-
Protection/Documents/DPN_Interactions%20with%20Stakeholders.pdf.  

  

                                                            
1  https://www.acer.europa.eu/Official_documents/Public_consultations/Pages/PC_2018_G_03.aspx 



 

3 
 

 

5. The content of the public consultation 

The Agency is committed to have a transparent and non-discriminatory process to make the 
administrative decision on the booking platform(s) to be used at Mallnow and GCP VIP. The 
Agency stresses that the proceeding is not a procurement proceeding.  

The Agency considers to have two stages in the selection process: 

1. In the first stage, all booking platforms that are interested in offering the services at Mallnow 
and GCP VIP shall be requested to confirm their compliance with the legal requirements as 
per Annex 1 and to confirm that they meet the passing mark for the IT requirements defined 
by the Agency (largely based on the ISO 27000 series). The booking platforms shall provide 
an IT self-assessment countersigned by an independent auditor (Annex 3).  

2. In the second stage, only those booking platforms that met the criteria reported at point 1 
will be further evaluated. At this point, the Agency will evaluate the quality and the price of 
the offers:  

a. The price offer expressed in euro per interconnection point and per TSO, to ensure 
full transparency over the pricing methodology of the booking platforms interested to 
participate in the selection process.  

b. The quality will be assessed based on a case study on how the booking platform will 
implement the services (Annex 4).  

The Agency will evaluate the criteria under a) and b) using a price–quality ratio of 
40%/60%. 

3. The Agency will verify whether the platforms have the basic governance requirements to 
adapt to changing market needs and regulatory framework, independently from the priorities 
of the individual TSO in which they are potentially embedded (Annex 2). The Agency will 
make sure that the booking platform to be selected respects the above mentioned governance 
requirements as well as the legal requirements established for by Article 37(1) of the CAM 
NC. 

The Agency invites stakeholders to express their views on the selection methodology for the 
booking platform(s) to be used at the Mallnow IP and GCP VIP. The selection methodology is 
presented in the Annexes below. Each annex contains several consultation questions concerning 
the individual methodology presented in the respective annex.  

Beyond answering the individual question in the annexes, you are also invited to provide general 
comments concerning the evaluation methodology. For efficiency reasons, you are kindly 
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invited to express your views on this matter in not more than a 100 words.  

Please make sure that the IT self-assessment and case study included in Annexes 3 and 4 are 
reviewed by the Chief Information and Technology Officer and/or his/her team. Concerning 
the IT self-assessment, the Agency is mainly interested in conceptual comments rather than the 
individual review of the scores per question and domain.  
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Annex 1 –Compliance with legal requirements 

Pursuant to Article 37 of the NC CAM, the transmission system operators shall offer capacity by means of 
one or a limited number of joint web-based booking platforms.  

On 5 June 20182, the Agency undertook a public consultation related to the selection of a booking platform 
on the German-Polish border. According to the results of the public consultation, at the time of selecting a 
Booking Platform, the following legal obligations were considered of relevance:  

 

Legal compliance criteria 

EU regulation 

1 Allocation of firm capacity 

2 Allocation of interruptible capacity 

3 Bundling of capacity products 

4 Ascending clock auctions (yearly, quarterly and 
monthly) 

5 Uniform price auctions (day-ahead, within-day) 

6 Day-ahead bid roll-over 

7 Support of kWh/h and kWh/d as capacity unit 

8 Secondary capacity trading 

9 Automated bidding 

10 Reporting of platform transactions (bidders and 
public) 

11 Bundling of capacity on 1:n situations 

12 Offer of competing capacity products 

13 Allocation of incremental capacity 

14 Surrender of capacity 

15 Buyback of capacity 

16 REMIT reporting obligations  

17 Interoperability and data exchange obligations  

18 Avoidance of cross-subsidies between network 
users 

National regulation 

19 Assignment to balancing groups (DE) 

20 Support for capacity upgrade services (DE) 

21 Use of protocol AS4 and data format Edig@s-
XML (PL) 

22 Anonymity of all trading procedures (DE, best 
practice) 

Consultation questions: 

1. Please confirm that these legal requirements are still relevant. 

� All are still relevant 

� Only some are relevant (Please mark only those numbers that you consider no longer relevant, 
using the table above.) 

 

                                                            
2  https://www.acer.europa.eu/Official_documents/Public_consultations/Pages/PC_2018_G_03.aspx   
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� The following are missing. (Please specify which legal requirements are missing, including the 
legal text from which the requirement follows) 

Please explain your answer. 

2. For each of the three Booking Platform currently active in the EU, please mark the numbers of the 
legal requirements next to it, which in your view are not complied with.  

� GSA 

� PRISMA 

� RBP 

Please explain your answer. 
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Annex 2 – Basic governance structure: a qualitative criterion assessed 

based on the written answers   

Pursuant to Article 37(1) of the CAM NC, TSOs shall offer capacity by means of one or a limited number 
of joint web-based booking platforms. In doing so, TSOs can either operate such platforms directly or via 
an agreed party that, where necessary, acts on their behalf towards the network users. The TSOs, 
regardless of whether they are operating booking platforms or not, are subject to respect transparency 
and non-discrimination.  

On 5 June 2018, the Agency undertook a public consultation related to the selection of a booking platform 
on the German-Polish border. According to the results of the public consultation, the governance structure 
is of relevance. In particular, the governance structure should enable the Booking Platform to adapt to the 
changing market needs and the changing regulatory framework, independently from the priorities of the 
individual TSO in which it is embedded.  

According to the results of the public consultation a clear, transparent and adequate governance structure 
would allow for a transparent and non-discriminatory decision-making process, ensuring absence of control 
of one or more shareholders of the Booking Platform. The Agency is called to select a Booking Platform 
for a limited period (i.e. three years). The Agency will consider whether the measures proposed by the 
consultation are proportionate.  
 

Consultation questions: 

1. Please indicate the measures that you consider necessary for the governance of the booking 
platforms to offer users transparent and non-discriminatory services, in the light of the application 
of Union and national competition and regulatory framework. 

 

2. Do you consider that the legislation implicitly requires a governance structure for the Booking 
Platforms to ensure-, as a minimum, that a dedicated budget and a dedicated independent 
management ensures autonomous decisions on Platform developments, IT developments and 
maintenance, based on the market needs? 

�YES 

�NO 

Please explain your answer. 

3. Are there other areas/aspects in which you consider that the Booking Platform should be 
independent from the TSO(s) in which it is embedded?  
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�YES 

�NO 

Please explain your answer.  

If you answered in the affirmative, please enlist those areas/aspects in which you consider that the 
Booking Platform should be independent and/or autonomous from the TSO in which is embedded. 

4. Do you consider that the above-mentioned minimum set of measures would guarantee, by effect, 
a sufficient degree of independence to ensure the transparent and non-discriminatory operation 
of a TSO-led booking platform towards the network users? 

�YES 

�NO 

Please explain your answer. 
 

5. Do you consider that an agreed party acting on behalf of the TSOs towards the network users as a 
booking platform should guarantee the same minimum set of conditions? 

�YES 

�NO 

Please explain your answer. 

If you answered in the negative, please enlist those additional measures that the agreed party acting 
on behalf of the TSOs should establish to maintain its independence from the TSOs. 
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Annex 3 – First stage selection criterion: minimum pass‐mark IT 

requirements 
PLATFORM’s IT SELF-ASSESSMENT and IT AUDIT 

 
In order to enhance the IT assessment criteria for the booking platform assessment, the Agency proposes 
the self-assessment principle followed by a formal audit, performed by an experienced and certified 
auditor (with ISO 27000 standard family expertise), to confirm the results of the self-assessment of the 
respective booking platform. The focus of the IT self-assessment and the audit is to check that the principles 
of ISO 27000 standard series or the best practice in the information technology service management (ITSM) 
are covered by the platforms.  
 
The Agency’s proposed methodology assures that the methods and criteria for the IT assessment of booking 
platforms allow assessing if the platforms reach a common level in all the requested IT domains. The self-
assessment avoids discriminating the solutions based on technical and non-technical details, and it favours 
the verification of existing IT principles, as implemented. The methodology is used by the Agency when 
providing IT services for its own needs and it has its own foundation on ISO/IEC international standards. 
 

Consultation questions: 

1. Please let the Agency know whether the domains presented below are: 

� All relevant. 

� Some are not relevant (Please explain which ones are not relevant and why not.) 

� The following critical domains are missing. (Please describe the missing domain clearly, with 
reference to existing IT standards. Explain as well why the missing domains are critical for the IT 
assessment of the platform.) 
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IT DOMAIN MAXIMUM 

POINTS PER 

DOMAIN 

POINTS TO 

PASS PER 

DOMAIN/ 

PAGE NUMBER 

Access Management D 6.5 4 11

Asset Management D 12 6 13

Business Continuity Management 19 9 15

Change Management D 8.5 6 18

Cryptography 6 3 20

Exception Management 9 4 22

HR/Organizational Context D 7 5 24

Incident Management 6.5 4 25

Information Management  11.5 6 26

Log Management  6.5 3 28

Physical Security  10.5 5 30

Risk Management 6.5 5 32

Service Provider Management 6.5 4 33

System Development Lifecycle 11 6 35

Teleworking 5 3 37

Secure platform access for network users 5.5 3 38

Peak service load 5 2 39

Graphical user interface of the platform 
in English 

6 3 40

Helpdesk availability (outside business 
hours) 

5.5 3 41
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Access Management  
Rationale: The organisation shall develop, document and implement procedures related to the management of 
user accounts and access covering: responsibilities, access request and approval, access provisioning, review of 
access rights, special procedures (e.g. password reset).  
Requirements for user accounts and quality passwords shall be decided, documented, approved, communicated 
and implemented. Access to IT assets shall be based on business needs and user responsibilities.  
Access of specific administrative functions shall be subject to additional controls and to additional security 
measures, if applicable. Administrative and functional roles should be properly separated, where possible. 
 
 Score 
a.1 Are the platform’s (user) accounts related to a single identifiable natural person? 

a) Yes 
b) No 

 

1/0 

a.2 Are platform users from the same organisation identified and managed separately in terms of 
personal accounts of the platform? 
a) Yes 
b) No 

 

1/0 

a.3 Is a list of accounts not linked to natural persons available for the platform? 
a) Yes 
b) No 

 

0.5/0 

a.4 Is the list of non-personally identifiable accounts approved by a manager with an assigned 
responsibility for the concerned process of the platform? 
a) Yes 
b) No 

 

0.5/0 

a.5 Is access to the information stored in the platform based on business needs? 
a) Yes 
b) No 

 

1/0 

a.6 Is access to information stored in the platform based on “need to know” principle of the 
concerned operators? 
a) Yes 
b) No 

 

1/0 

a.7 Do you have a clear separation between the operational accounts and the administrative 
accounts of the platform? 
a) Yes 
b) No 

 

0.5/0 

a.8 Are administrative accounts capable to access only those information that they need to know 
and that they need to access in order to perform their duties? 
a) Yes 
b) No 

 

0.5/0 

a.9 Do the system administrators of the platform have personal accounts with limited user rights 
to perform tasks in the scope of operational business activities on the need (e.g. testing and 
verifying coherence of any change to the platform)? 
a) Yes 
b) No 

 

0.5/0 
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Maximum points per this domain/ Total Pass Mark per this domain: 6.5/4 
 
  



 

13 
 

Asset Management  
Rationale: The organisation should maintain an up-to-date inventory of IT assets containing sufficient 
information (including assets’ sensitivity marking and asset owners) to uniquely identify and locate each IT asset 
and to ensure its usage is compliant with legal and contractual requirements (Sys licenses, document copyright, 
design rights, etc.). 
Phases of the implementation of IT asset management should include controls ensuring that deployment into 
production or removal from use does not increase IT security risks beyond the acceptable threshold. 
Monitoring performance and preparing remediation plans (including additional IT asset assurance) to 
mitigate risks related to technical failures should be in place.  
Vulnerabilities of IT systems should be regularly monitored based on IT system sensitivity marking and risk 
assessment. 
  
 Score 
a.10 Does your organization maintain an up-to-date inventory of the platform’s IT assets 

containing sufficient information (including assets’ owners and sensitivity marking) to 
uniquely identify and locate each IT asset? 
a) Yes 
b) No 

 

1/0 

a.11 Do you have documented procedures in order to manage intellectual property rights e.g. the 
inventory checks ensuring that usage of platform’s IT assets is compliant with legal and 
contractual requirements such as valid software licenses, document copyright, design 
rights, etc.? 
a) Yes 
b) No 

 

1/0 

a.12 Does your organization maintain vendor software installed at the level (version) supported 
or suggested by the supplier for the specific business needs? 
a) Yes 
b) No 

 

0.5/0 

a.13 Does your organization allow exceptions approved by the IT asset owner in case that 
vendor software installed is not at the level (version) supported or suggested by the supplier 
for the specific business needs? 
a) Yes 
b) No 

 

0.5/0 

a.14 Are the security configuration baselines of the platform’s IT systems determined and 
documented? 
a) Yes 
b) No 

 

1/0 

a.15 Do the security configuration baselines consider the industry good practice? 
a) Yes 
b) No 

 

0.5/0 

a.16 Are you controlling the implementation lifecycle of IT assets in order to prevent that its’ 
deployment in the production does not increase IT security risk beyond the acceptable 
threshold? 
a) Yes 
b) No 

 

1/0 
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a.17 Do you have a process to guarantee that if an IT asset is removed from usage (e.g. 
destroyed) that any sensitive or personal information on that asset cannot be retrieved?  
a) Yes 
b) No 

  

0.5/0 

a.18 Do you perform regular vulnerability checks of the platform’s IT systems?  
a) Yes 
b) No  

 

0.5/0 

a.19 Are the vulnerability checks of the platform’s IT systems followed by the identification of 
remediation measures, their planning and monitoring based on IT system sensitivity 
marking and risk assessment?  
a) Yes 
b) No 

 

1/0 

a.20 Are the networks used by the platform segregated based on trust level and need to know 
principle taking into account sensitivity marking and risk scenarios?  
a) Yes 
b) No 

  

1/0 

a.21 Do you have measures in place related to monitoring the platform’s IT system 
performance/capacity?  
a) Yes 
b) No 

  

0.5/0 

a.22 Do you have measures in place alerting in case of reaching pre-defined critical values of 
the platform’s IT system operations?  
a) Yes 
b) No 
 

1/0 

a.23 Are the procedures and operational instructions describing emergency procedures in case of 
errors or failures of an IT asset of the platform documented and known to the relevant 
organization roles?  
a) Yes 
b) No 

  

1/0 

a.24 Do you have in place appropriate plan and measures to mitigate risks related to technical 
failures of the platform’s IT system (e.g. the alternative additional assets or secondary site 
or other appropriate contingency measure)?  
a) Yes 
b) No 

 

1/0 

Maximum points per this domain/ Total Pass Mark per this domain: 12/6 
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Business Continuity Management  

Rationale: Reporting organisations shall comply with the requirements on timely reporting laid out in regulation 
and shall consider those requirements in recovery time objective determination (RTO). The Agency shall consider 
those requirements in recovery time objective determination (RTO). 
The organisation shall define and document backup policy taking into account risk analysis and requirements 
regarding the completeness of data. Each platform shall implement, monitor and test backup arrangements to 
ensure completeness of data. In the case of a severe incident, the Agency will re-establish processes and services 
as soon as possible and according to service priority. 
The organisation shall identify, quantify and qualify the business impacts of a loss, interruption or disruption 
of business processes on an organisation and collect information from which appropriate continuity strategies can 
be determined. 
The organisation shall prepare a continuity strategy to ensure the protection of the ability to provide the services 
for which the platform is meant to be used. The strategy shall include all resources necessary to ensure business 
continuity that were revealed during the business impact assessment including : people and knowledge, premises, 
information, IT capabilities, suppliers, stakeholders, communication channels 
Organisation shall prepare and implement plans, measures and needed resources to enable the organisation to 
manage an interruption, whatever its cause. 
An out of date BC plan without regular exercise has no value and could result in damage additional to the damage 
caused by the original incident. The organisation shall prepare and exercise test plan for the BC plan, review and 
maintain a BC plan and improve the BC programme based on review reports, test results and lessons learned from 
real incidents 
The successful establishment of a Business Continuity Management (BCM) within the organisation depends 
on its integration into the business culture. The organisation shall: regularly identify gaps between the current and 
target levels of awareness and commitment to BCP; provide education and training to close identified gaps. 
 
 Score 
a.25 Have you established a procedure/process to define the Recovery Time Objective for the 

main business objectives of the concerned platform? 
a) Yes 
b) No 

 

1/0 

a.26 Have you determined the Recovery Time Objective for the main business objectives of the 
concerned platform? 
a) Yes 
b) No 

 

1/0 

a.27 Does the determined Recovery Time Objective take into consideration requirements imposed 
by the business (of the platform)? 
a) Yes 
b) No 

 

1/0 

a.28 Do you have a backup policy, which takes into due consideration risk analysis and 
completeness of the information handled by the platform? 
a) Yes 
b) No 

 

1/0 

a.29 Do you have a backup plan, which implements the backup policy referred at the point 
before? 
a) Yes 
b) No 

 

0.5/0 

a.30 Is the backup plan defined and fully implemented as planned? 1/0 
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a) Yes 
b) No 

 
a.31 Do you regularly monitor the implementation of the backup plan (of the platform)? 

a) Yes 
b) No 

 

0.5/0 

a.32 Do you regularly test the backup plan of the platform making sure that data sets and recovery 
can assure availability, integrity and confidentiality of the concerned data? 
a) Yes 
b) No 

 

1/0 

a.33 Do you have procedures to verify completeness and recovery of data after a failure of the 
system of the platform? 
a) Yes 
b) No 

 

0.5/0 

a.34 Do you have procedures to verify and recover business after an incident based on priorities 
linked to the platform functionalities? 
a) Yes 
b) No 

 

0.5/0 

a.35 Do you have procedures to identify, quantify and qualify business impacts of a loss, 
interruption or disruption of business processes and their impact on your business and on the 
business of your stakeholders (business means the business ran by the platform)? 
a) Yes 
b) No 

 

0.5/0 

a.36 Have you defined a Business Continuity Strategy specific for your platform? 
a) Yes 
b) No 

 

1/0 

a.37 Have you documented a Business Continuity Strategy specific for your platform? 
a) Yes 
b) No 

 

0.5/0 

a.38 Does the Business Continuity Strategy for your platform clearly mention the resources 
(financial, human, knowledge, skills or of any other kind) which shall be used in order to 
implement the strategy? 
a) Yes 
b) No 

 

1/0 

a.39 Is the Business Continuity Strategy built as the result of a preliminary Business Impact 
analysis? 
a) Yes 
b) No 

 

1/0 

a.40 Did you develop a Business Continuity Plan for each of the critical functions related to your 
platform which includes also the resources and their usage? 
a) Yes 
b) No  

0.5/0 

a.41 Do you regularly test the Business Continuity Plans defined at the previous point (at least 
yearly, or more often)? 

0.5/0 
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a) Yes 
b) No 

 
a.42 Do you have and do you regularly update the Test Plan for the Business Continuity Functions? 

a) Yes 
b) No 

 

0.5/0 

a.43 Following a test, do you revise, update, and re-validate the Business Continuity Plan of the 
platform or the part concerned by the test? 
a) Yes 
b) No 

 

0.5/0 

a.44 Do you keep records (reports, any proof which may testify the existence and execution) of the 
Business Continuity Plan Tests of the platform and of their results? 
a) Yes 
b) No 

 

1/0 

a.45 Do you keep records of the incidents related to business continuity of the platform? 
a) Yes 
b) No 

 

1/0 

a.46 Do you have a process to analyse business continuity incidents of the platform and to make 
sure that they could not repeat or that their impact would be properly mitigated? 
a) Yes 
b) No 

 

1/0 

a.47 Do all people working on the platform receive a specific Business Continuity Training? 
a) Yes 
b) No 

 

1/0 

a.48 Do you have a specific training and awareness program for Business Continuity of the platform 
for the staff working on the platform and for the platform activities, more in general? 
a) Yes 
b) No 

 

0.5/0 

a.49 Have you set a process to review the effectiveness of Business Continuity training and 
awareness? 
a) Yes 
b) No 

 

0.5/0 

Maximum points per this domain/ Total Pass Mark per this domain: 19/9 
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Change Management  
Rationale: To determine the impact on business processes and IT services and to minimise risk of possible 
adverse effect to the operational environment, all change requests should be logged, prioritised, categorised 
and assessed. Only authorised changes should be planned and scheduled for the implementation. 
Stakeholders should have possibility to propose change as well as have reasonable time for transition, means 
of the training/support due to the change implementation. 
 
 Score 
a.50 Does your platform follow a transparent and documented change management process for 

the implementation of improvements and changes? 
a) Yes 
b) No 

 

1/0 

a.51 Is there any change approval body that supervises changes and improvements of the 
platforms’ IT system? 
a) Yes 
b) No 

 

1/0 

a.52 Do stakeholders have the possibility to propose a change or an improvement? 
a) Yes 
b) No 

 
 

1/0 

a.53 Does composition (membership) of the change approval body allow that stakeholders 
participate in the decision-making process (prioritization and approval)? 
a) Yes 
b) No 

 

0.5/0 

a.54 Are the changes approved by the change approval body the only changes approved for 
implementation in the system of the platform? 
a) Yes  
b) No 

 

1/0 

a.55 Are there exceptions to the fact that the changes approved by the change approval body 
are the only ones approved for implementation in the system? 
a) Yes  
b) No 

 

0.5/0 

a.56 Is the emergency change implementation documented and controlled by a specific 
process for the platform? 
a) Yes 
b) No 

 

1/0 
 

a.57 Are the change approval body members (or chair) always informed about emergency 
changes prior to their implementation on the platform? 
a) Yes 
b) No 

 

0.5/0 

a.58 Are stakeholders always timely informed and/or instructed about emergency or other 
changes implementation plan and their impacts in case it may affect the platform?  
a) Yes 
b) No 

 

1/0 
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a.59 Does a change implementation plan for the platform exists (or any other equivalents 
document(s) related to medium and major system changes) covering implementation, 
acceptance criteria and testing of changed?  
a) Yes 
b) No  

 

0.5/0 

a.60 Does a tracking and/or reporting change management system exist for the platform, 
which allows an insight of the process (from planning to post implementation review) as 
well as provides visibility on the decision making reasoning concerning 
proposed/implemented or rejected changes? 
a) Yes 
b) No 

 

0.5/0 

Maximum points per this domain/ Total Pass Mark per this domain: 8.5/6 
 
  



 

20 
 

Cryptography 
Rationale: Based on risk assessment and the sensitivity level of information, the required level of protection 
shall be ensured using encryption of information. Appropriate key length and hash size shall be selected based on 
good practice depending on the algorithms used. Encryption key management shall be implemented to ensure 
that data can be decrypted when access to data is necessary. To ensure effective use of cryptography for security, 
proper management of cryptographic keys shall be established.  
Security of information protected by cryptography depends on the strength of the keys and protection afforded 
to the keys. All keys shall be protected against modification, unauthorised use and disclosure. Key management 
shall ensure secure generation, storage, distribution, and destruction of keys. Users’ awareness and 
responsibilities regarding the importance of keeping their keys secure shall be ensured. 
 
 Score 
a.61 Do you evaluate the use of encryption to information based on a proper risk assessment and 

depending on the sensitivity of information and on the required level of protection of the 
platform? 
a) Yes 
b) No 

 

1/0 

a.62 Have you documented and implemented a governance for the use of cryptographic artefacts 
of the platform? 
a) Yes 
b) No 

 

1/0 

a.63 Do you have specific standards for the use of cryptographic artefacts on the platform, which 
are based on existing best practices (e.g. declaring the minimum key length, hash size, 
algorithms to be used, and any other information to avoid the use of any weakly encrypted 
information)? 
a) Yes 
b) No 

 

0.5/0 

a.64 Have you established key management mechanisms (composed of both technical and 
organisation measures) which can ensure that data can always be decrypted when access to 
platform data is necessary by authorised parties? 
a) Yes 
b) No 

 

1/0 

a.65 Is the encryption key management system applicable for the platform duly protected in order 
to allow access only to authorised people and to those who need to access? 
a) Yes 
b) No 

 

0.5/0 

a.66 Are the encryption keys protected by mechanisms to avoid their modification and 
unauthorised use? 
a) Yes 
b) No 

 

0.5/0 

a.67 Do you have systems and procedures to generate, store, distribute and erase safely and 
securely encryption keys used to protect platform data? 
a) Yes 
b) No 

 

1/0 

a.68 Do you have an awareness and training programme for the use of encryption in your platform 
for your staff and for the stakeholders using your platform? 

0.5/0 
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a) Yes 
b) No 

 
Maximum points per this domain/ Total Pass Mark per this domain: 6/3 
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Exception Management 
Rationale: To ensure proper identification, assessment, approval and follow-up of information security 
exceptions to the information security policy requirements. A formal approval process shall be defined, 
documented and implemented. Approval levels for different types of information security exceptions shall be 
defined. All exceptions to the information security policy shall be identified and recorded. A request for 
information security exception shall be based on business reason. 
Information security exceptions shall be based on a clear business reason where there is a lack of alternatives. 
Risk arising from the information security exception shall be assessed. Potential compensating controls shall be 
considered and if feasible implemented before the information security exception approval. All information 
security exceptions are temporary only and shall be approved at the appropriate level.  
Organisations shall be informed about information security exceptions if such information is necessary to take 
countermeasures to mitigate the risk arising from such exceptions and if doing so does not increase the risk. 
Information security exception expiration shall be monitored on a regular basis. An information security 
exception is closed on its expiration date or on announcement by the requester that the exception is no longer 
needed. It is possible to reapply for the same information security exception after expiration. 
 
 Score 
a.69 Have you established a proper and formal approval process for any exception to the 

information security policies regulating information security of your platform? 
a) Yes 
b) No 

 

1/0 

a.70 Following the previous point, is there a process in place to document and implement the 
exception(s)? 
a) Yes 
b) No 

 

1/0 

a.71 Does the exception approval path take into consideration the potential impact of the 
exception and the risks generated by having the exception in place? 
a) Yes 
b) No 

 

0.5/0 

a.72 Do you document exceptions in writing (for the platform)? 
a) Yes 
b) No 

 

0.5/0 

a.73 Are exceptions allowed for business reasons? 
a) Yes 
b) No 

 

1/0 

a.74 Do you evaluate and assess in writing the risks arising from an exception? 
a) Yes 
b) No 

 

0.5/0 

a.75 In case of an exception, do you consider the possibility and feasibility of compensating 
controls? 
a) Yes 
b) No 

 

0.5/0 

a.76 Can exceptions be permanent? 
a) Yes 
b) No 

 

0.5/0 
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a.77 Shall the exceptions be approved by an internal person accountable for the platform? 
a) Yes 
b) No 

 

1/0 

a.78 Do you inform Staff and Stakeholders of the exceptions and of the countermeasures and 
mitigating controls in place in order to reduce the risks? 
a) Yes 
b) No 

 

1/0 

a.79 Is the expiration date of an exception regularly monitored (for the platform)?  
a) Yes 
b) No 

 

0.5/0 

a.80 Is the closure of an exception communicated to the Staff and, where applicable, to all the 
stakeholders of the platform? 
a) Yes 
b) No 

 

0.5/0 

a.81 Is it possible to prolong the expiration date of an Exception after its natural expiration? 
a) Yes 
b) No 

 

0.5/0 

Maximum points per this domain/ Total Pass Mark per this domain: 9/4 
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HR/Organizational Context 

Rationale: The organization has implemented the quality and security management system in the business operations 
and, has in place appropriate measures for the quality and security management assurance including 
appropriately selected or trained and informed human resources. 
 
 Score 
a.82 Is your quality management system established, and does it include a description of the platform 

processes and their sequence and interaction? 
a) Yes 
b) No  

 

1/0 

a.83 Is within your organizational context quality and security management embedded into routine 
business operations that cover the platform? 
a) Yes 
b) No 

 

0.5/0 

a.84 Has the highest decisional level of the platform taken accountability for the effectiveness of the 
quality management system? 
a) Yes 
b) No 

 

1/0 
 

a.85 Do you have a general strategy for the platform, which takes into consideration the inputs from 
all customers and stakeholders? 
a) Yes 
b) No 

 

0.5/0 
 

a.86 Has the organisation determined and provided the resources needed for the establishment, 
implementation, maintenance and continual improvement of the quality and security 
management system (including people, environmental and infrastructure requirements) in use for 
the platform operations?  
a) Yes 
b) No 

 

1/0 

a.87 Has the organisation ensured that those persons who can affect the performance of the quality 
and security management system are competent on the basis of appropriate education, training, 
or experience or taken action to ensure that those persons can acquire the necessary competence? 
a) Yes 
b) No 

 

1/0 
 

a.88 Has the organisation ensured that a natural person for a specific information security or business 
role with information security requirements can be trusted to take on these roles?  
a) Yes 
b) No  

 

1/0 
  

a.89 Has the organisation ensured that information security requirements and responsibilities, 
including the responsibilities and duties that remain valid after termination or change of 
employment, are defined and communicated to the relevant person prior to handing over security 
related tasks?  
a) Yes 
b) No 

 

1/0 
 

Maximum points per this domain/ Total Pass Mark per this domain: 7/5 
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Incident Management  

Rationale: The responsibilities and procedures for incident management and information security incident 
reporting, logging, assessing, responding to, dealing with, and learning from it shall be clearly defined, 
documented and implemented. 
 
  Score 
a.90 Have you defined, documented and implemented an incident management system that 

includes incident logging, assessing, prioritization, responding to, dealing with it and learning 
from it? 
a) Yes 
b) No  

 

1/0 

a.91 Have you determined what needs to be monitored and measured (including methods, analysis 
and evaluation) to ensure an efficient incident management system of your platform is 
established? 
a) Yes 
b) No 

 

1/0 

 0.5/0 
a.92 Are the procedures and operational instructions describing emergency procedures in case of 

errors or major failures of the platform’s IT system documented and available to the responsible 
people?  
a) Yes 
b) No  

 

1/0 
 

a.93 Have you established a security incident prevention procedure which includes a 
categorisation of the information security incident types (taking into account the incident 
severity level)? 
a) Yes 
b) No 

 

1/0 
 

a.94 Do you maintain an information security incident register or equivalent document(s) 
containing the information about events, assessments, decisions, response plans, post-
implementation analyses and review? 
a) Yes 
b) No 

 

1/0 
 

a.95 Has the organisation determined and implemented measures for the continual improvement of 
the incident and in particular security incident management process?  
a) Yes 
b) No 

 

1/0 

Maximum points per this domain/ Total Pass Mark per this domain: 6.5/4 
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Information Management 

Rationale: To ensure an appropriate level of protection, all information shall be designated in terms of a level 
of sensitivity. In accordance with the sensitivity marking scheme procedures for information labelling and 
information handling shall be developed and implemented. 
All information shall be identified, inventoried and information owner shall be allocated. The information 
owner shall be responsible to designate the sensitivity level of information and for the protection of information 
throughout the entire information life cycle. 
Procedures for information labelling and information handling shall be developed and implemented in 
accordance with the sensitivity marking. Rules of acceptable use shall be defined, documented and implemented 
for all information. 
When information is no longer in use, it shall be retained or eliminated according to legal, regulatory or business 
requirements. Protection of information according to information sensitivity level shall be ensured in archiving 
and in the disposal of information. 
To ensure an appropriate level of information protection, all media containing information shall be designated in 
terms of level of sensitivity. In accordance with the sensitivity marking scheme, procedures for labelling and 
handling removable media in use, transit and disposal shall be defined and documented, implemented and 
monitored. 
 
 Score 
a.96 Are all information sets listed in an information asset inventory which allows also to identify 

them and their location? 
a) Yes 
b) No 

 

1/0 

a.97 Are all information in the information asset inventory assigned with a specific level of 
sensitivity? 
a) Yes 
b) No 

 

1/0 

a.98 Is the information owner identified for each information set? 
a) Yes 
b) No 

 

1/0 

a.99 Has the information owner assigned the sensitivity level to the information s/he owns? 
a) Yes 
b) No 

 

1/0 

a.100 Is the process of sensitivity assignation revised regularly by the information owner 
through a documented process? 
a) Yes 
b) No 

 

0.5/0 

a.101 Does a procedure exist for labelling information based on sensitivity of the information 
and is it implemented? 
c) Yes 
d) No 

 

1/0 

a.102 Does a procedure exist for handling information based on sensitivity of the information 
and is it implemented? 
a) Yes 
b) No 

 

0.5/0 
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a.103 Are rules for acceptable use of information defined, documented and implemented 
separately for each information set, based on its sensitivity? 
a) Yes 
b) No 

 

0.5/0 

a.104 Do rules exist for the dismissal of information based on legal, regulatory or business 
requirements? 
a) Yes 
b) No 

 

0.5/0 

a.105 Are rules for the dismissal of information based on legal, regulatory or business 
requirements, implemented? 
a) Yes 
b) No 

 

0.5/0 

a.106 Do rules exist for protecting archived information based on sensitivity, legal, regulatory 
or business requirements? 
a) Yes 
b) No 
c)  

0.5/0 

a.107 Are rules for protecting archived information based on sensitivity, legal, regulatory or 
business requirements, also implemented? 
a) Yes 
b) No 

 

0.5/0 

a.108 Are all media containing information designated in terms of level of sensitivity based on 
the sensitivity marking scheme? 
a) Yes 
b) No 
 

1/0 

a.109 Do procedures exists for labelling and handling removable media in use, transit and 
disposal and are they documented based on the sensitivity marking scheme? 
a) Yes 
b) No 
 

1/0 

a.110 Are the procedures for labelling removable media in use, transit and disposal 
implemented based on the sensitivity marking scheme? 
a) Yes 
b) No 
 

0.5/0 

a.111 Are there procedures for handling removable media in use, transit and disposal regularly 
monitored based on the sensitivity marking scheme? 
a) Yes 
b) No 
 

0.5/0 

Maximum points per this domain/ Total Pass Mark per this domain: 11.5/6 
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Log Management  
Rationale: The organisation shall develop policies related to log management covering: responsibilities, log 
generation, log protection, log analysis, log preservation and disposal. 
The organisation shall plan, implement and maintain IT infrastructure with a capability to generate, transmit, 
store and dispose of log information. The infrastructure shall support the security and analysis of logged records. 
Controls shall be designed and implemented to provide protection and ensure accountability of privileged users. 
 
 Score 
a.112 Do you have a policy or more policies related to the management of logs of your 

platform covering at least: log generation, log protection, log analysis, log preservation and 
disposal? 
a) Yes 
b) No 

 

1/0 

a.113 Are responsibilities related to logs identified and communicated to all involved parties in 
the information security management of your platform? 
a) Yes 
b) No 

 

1/0 

a.114 Have you planned and implemented the Log Policies? 
a) Yes 
b) No 

 

1/0 

a.115 Do you regularly revise and maintain Log Management functionality of your platform? 
a) Yes 
b) No 

 

0.5/0 

a.116 Does your platform allow keeping logs in a secure way through technical and/or 
organisational security measures? 
a) Yes 
b) No 

 

0.5/0 

a.117 Does your platform allow analysing logs through proper technical means or through 
documented and well-disseminated processes? 
a) Yes 
b) No 

 

0.5/0 

a.118 Have you established rules to prevent log manipulation by administrative or any other 
class of users? 
a) Yes 
b) No 

 

0.5/0 

a.119 Have you allocated responsibilities in order to prevent that any user with administrative 
rights may abuse of her/his rights in respect to systems for which he/she may also be an end 
user? 
a) Yes 
b) No 

 

0.5/0 

a.120 Have you put in place controls which would allow to monitor or eventually to detect in 
due time any abusive access to logs or any alteration to logs? 
a) Yes 
b) No 

 

0.5/0 
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a.121 Have you provided training and awareness to actors involved in the application of the 
Log Policies? 
a) Yes 
b) No 

 

0.5/0 

Maximum points per this domain/ Total Pass Mark per this domain: 6.5/3 
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Physical Security 
Rationale: Physical security perimeters, taking into account the sensitivity marking of information and risk 
analysis, shall be defined to protect areas containing sensitive information and equipment from unauthorised 
access, prevent physical damage and protect against environmental threats. 
Adequate controls shall be selected, documented and implemented for each security perimeter depending on the 
sensitivity of information and equipment located within the perimeter. 
The management of access rights to access to the security perimeters shall be established and implemented. 
Access to security perimeters, containing sensitive information and equipment, shall be restricted on a “need to 
be” basis. 
Requirements to establish acceptability of equipment in the specific security perimeter must be established. 
Procedures to check equipment and their configuration upon entry into security zones, managing sensitive 
information and equipment shall be implemented. 
Before moving equipment among security zones, information stored shall be checked and removed from 
equipment. Control over all activities within a security perimeter shall be designed, implemented and 
communicated. 
 
 Score 
a.122 Have you defined and marked physical security perimeters for the platform, taking into 

account the sensitivity marking of information and a proper risk analysis? 
a) Yes 
b) No 

 

1/0 

a.123 Are physical perimeters surrounded by access control systems or any other measure 
capable to grant access to the platform only to those people who are authorised to process 
and manage the specific information in the specific area? 
a) Yes 
b) No 

 

1/0 

a.124 Are security measures identified in order to protect the areas inside the security 
perimeters of the platform against environmental threats based on proper risk analysis? 
a) Yes 
b) No 

 

1/0 

a.125 Are additional security controls established for the platform depending on the sensitivity 
of information and equipment located within the perimeter and the risks related to the 
information? 
a) Yes 
b) No 

 

0.5/0 

a.126 Are the procedures for the management of access rights of the platform documented, 
implemented and, when executed, duly recorded? 
a) Yes 
b) No 

 

1/0 

a.127 Is access to the areas containing sensitive information for the platform subject to a strict 
“need to be” basis? 
a) Yes 
b) No 

 

1/0 

a.128 Are processes and procedures for the acceptance of technical equipment in the specific 
security perimeter established and implemented? 
a) Yes 
b) No 

0.5/0 
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a.129 Is every piece of equipment and its configuration checked and inspected prior its 

admission to any inner part of a Security Perimeter containing sensitive information through 
a documented procedure? 
a) Yes 
b) No 

 

0.5/0 

a.130 Do you perform and document checks and/or inspections on devices potentially 
containing information assets accessing or leaving a secure area where your platform is 
physically located (meaning in the server rooms)? 
a) Yes 
b) No 

 

0.5/0 

a.131 Are information assets properly removed and then cross checked in a documented 
manner from any device which leaves any secure perimeter for the platform? 
a) Yes  
b) No 

 

0.5/0 

a.132 Are specific controls within specific security perimeters documented (e.g. Access 
Control, CCTV and others)?  
a) Yes  
b) No 
 

1/0 

a.133 Are specific controls within specific security perimeters executed? 
a) Yes  
b) No 
 

1/0 

a.134 Are specific controls within specific security perimeters monitored? 
a) Yes  
b) No 
 

0.5/0 

a.135 Are staff and stakeholders of the platform informed of controls performed within the 
different security perimeters? 
a) Yes  
b) No 
 

0.5/0 

Maximum points per this domain/ Total Pass Mark per this domain: 10.5/5 
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Risk Management  

Rationale: The purpose of information security risk management is to support the development and operation of the 
booking platform in the sense that it involves organization in identifying, assessing, and treating risks to the 
confidentiality, integrity, and availability of an organization's assets. The risk management methodology should 
be based on an international or national standard or good practice and shall address risk management criteria. 
 
 Score 
a.136 Does the platform use a risk management methodology based on an international standard 

or good practice addressing basic criteria such as: risk evaluation criteria, risk impact criteria, 
risk acceptance criteria, gap analysis etc.? 
a) Yes 
b) No 

 

1/0 
 

a.137 Does your organization maintain an information security risk assessment matrix or 
equivalent document containing also risks associated to the platform? 
a) Yes 
b) No 

 

1/0 

a.138 Do the existing measures in place with respect to the platform ensure that acceptable risk 
levels correspond to the referenced risk acceptance criteria? 
a) Yes 
b) No 

 

1/0 

a.139 Are all the risks with regard to the threats and vulnerabilities of the platform’s IT assets 
and operations identified and risks assessed according to a predefined and documented 
methodology for risk assessment? 
a) Yes 
b) No 

 

1/0 

a.140 Are you implementing all remedial actions according to the risk treatment plan in case of 
unacceptable risks?  
a) Yes 
b) No 

 

1/0 
 

a.141 Do you perform remedial measures for the unacceptable risks in a period of less than a 
year from the logging?  
a) Yes 
b) No 

  

0.5/0 
  

a.142 Do you regularly re-assess organizational and infrastructure risks related to the platform’s 
activities?  
a) Yes 
b) No 

  

1/0 

Maximum points per this domain/ Total Pass Mark per this domain: 6.5/5 
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Service Provider Management  

Rationale: Information security requirements/assessment should be included in service requirements 
definition as part of a request for tender or request for service. Metrics and performance indicators should be 
defined for the purpose of provider selection and subsequent service monitoring to ensure that requirements are 
met.  
Service Level Agreements shall include information security requirements and should be part of the contract.
 
 Score 
a.143 Are the information security requirements included in each service requirements’ 

definition as part of a request for service for outsourced activities of your platform? 
a) Yes 
b) No 

 

1/0 

a.144 Does the selection procedure for the service providers for the platform include a 
service provider assessment (including appropriate information security assessment)? 
a) Yes 
b) No 

 

1/0 

a.145 Are the relevant metrics and performance indicators defined for the purpose of the 
platform service provider selection as well as the subsequent service monitoring in order to 
ensure that service provider complies with the requirements? 
a) Yes 
b) No 

 

0.5/0 

a.146 Does a service level agreement with every platform service provider establish a 
common understanding about the services supplied and their intended quality and 
information security requirements? 
a) Yes 
b) No 

 

0.5/0 

a.147 Do you have the right to audit or to request a third party audit which as the scope to 
audit the service provider, the provided services, its premises, processes and performances?  
a) Yes 
b) No 

 

0.5/0 

a.148 Are the security requirements (in the Service Level Agreement), reporting and 
monitoring mechanisms an integral part of the contract between you and the platform 
service provider for the platform?  
a) Yes 
b) No  

 

0.5/0  

a.149 Does the platform service provider regularly deliver reports on service performance 
and report on indicators defined in the service description? 
a) Yes 
b) No 

  

0.5/0  

a.150 Does your organization regularly supervise, review and monitor the activity of the 
service platform provider (outsourced)? 
a) Yes 
b) No 

1/0 
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a.151 Does your organization ensure that an appropriate level of information security 

awareness and needed knowledge (including responsibilities and duties that remain valid 
after termination of the contract or change of the service provider) is defined and 
communicated to the service provider and to their staff (outsourced staff on/off site) during 
the contract execution, the transition-in or transition-out periods? 
a) Yes 
b) No 

 

1/0 

Maximum points per this domain/ Total Pass Mark per this domain: 6.5/4 
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System Development Lifecycle 
Rationale: To ensure that information systems and services security shall be addressed properly, information 
security related requirements shall be included in the requirements for new information systems or 
enhancements to existing information systems. 
Principles and rules for the development process shall be defined, documented and applied during any 
information system implementation efforts. To minimise the risk of the negative impact of changes within the 
development lifecycle, formal change control procedures shall be used.  
Appropriate security of development environments for system development and integration shall be ensured. 
An appropriate level of separation of development, testing and operational environments shall be ensured. 
Testing of security functionality shall be carried out during development. Acceptance criteria shall be defined, 
and testing performed, for new information systems, upgrades and new versions. 
In the event that operational data shall be used for testing purpose, controlled procedures shall be used and 
appropriate protection shall be ensured. 
 
 Score 
a.152 Are information security requirements included in the requirements for new platform 

developments? 
a) Yes 
b) No 

 

1/0 

a.153 Are enhancements to information security requirements included in all developments? 
a) Yes 
b) No 

 

1/0 

a.154 Are principles and rules for the development process defined at platform level? 
a) Yes 
b) No 

 

0.5/0 

a.155 Are principles and rules for the development process documented at platform level? 
a) Yes 
b) No 

 

1/0 

a.156 Are principles and rules for the development process applied for any platform 
development activity? 
a) Yes 
b) No 

 

1/0 

a.157 Have you adopted formal change control procedures? 
a) Yes 
b) No 

 

0.5/0 

a.158 Do you apply the adopted change control procedures? 
a) Yes 
b) No 

 

0.5/0 

a.159 Do you provide to all platform staff awareness raising and training about the adopted 
and applicable change control procedures? 
a) Yes 
b) No 

 

0.5/0 

a.160 Is an appropriate security of the development environments for platform system 
development and integration ensured through their separation? 
a) Yes 

1/0 
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b) No 
 
a.161 Is there an appropriate level of separation of platform development, testing and 

operational environments? 
a) Yes 
b) No 

 

0.5/0 

a.162 Is testing of security functionality performed already during development? 
a) Yes 
b) No 

 

1/0 

a.163 Are acceptance criteria for security testing defined prior the testing of security 
functionalities? 
a) Yes 
b) No 

 

1/0 

a.164 Are tests for security functionalities performed, for new information systems, upgrades 
and new versions? 
a) Yes 
b) No 

 

1/0 

a.165 In the event that operational data shall be used for testing purposes, are there controlled 
procedures to use those data for testing in a controlled environment? 
a) Yes 
b) No 

 

0.5/0 

Maximum points per this domain/ Total Pass Mark per this domain: 11/6 
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Teleworking for platform employees having administrative roles on the platform 
Rationale: Threats regarding premises, network, IT systems and clients not under the control of the 
organisation shall be assessed under the assumption that no controls are implemented except in the case that 
credible assurance of the contrary is provided. 
The organisation shall develop policies and instruction related to remote access and teleworking covering: 
responsibilities, access requirements, including permitted access methods (technologies), permitted clients, 
access rules (e.g. combining level of access, clients, etc.), access granting criteria and instructions for remote 
access and teleworkers. 
The organisation shall plan, implement, maintain and monitor remote access infrastructure capable of 
ensuring compliance with policy requirements. 
 
 Score 
a.166 Do you have a policy in place covering telework or remote access to the platforms from 

outside the premises? 
a) Yes 
b) No 

 

1/0 

a.167 In such a policy, do you mention responsibilities, access requirements, including allowed 
technologies, access rules and access granting criteria? 
a) Yes 
b) No 

 

1/0 

a.168 In such a policy, do you have processes to grant, monitor and revoke remote access to 
the platform resources? 
a) Yes 
b) No 

 

1/0 

a.169 Do you plan, implement, and maintain monitoring of the remote access infrastructure? 
a) Yes 
b) No 

 

1/0 

a.170 Do you provide awareness and training to the users who may aim to request, or who may 
have obtained the use of Remote Access, prior to opening the remote access? 
a) Yes 
b) No 

 

0.5/0 

a.171 Do you have documentation and information related to the use and to the acceptable use 
of Remote Access for the platform? 
a) Yes 
b) No 

 

0.5/0 

Maximum points per this domain/ Total Pass Mark per this domain: 5/3 
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Secure platform access for network users 
Rationale: Available data security protocols in place for network user access 
 
 Score 
a.172 Does your platform offer a Secure Connection? 

a) Yes 
b) No 

 

1/0 

a.173 Does your platform offer secure authentication? 
a) Yes 
b) No 

 

1/0 

a.174 Does your platform offer multi-factor authentication? 
a) Yes 
b) No 

 

1/0 

a.175 Does your platform uses standards for Secure Connections and Secure Authentication? 
a) Yes 
b) No 

 

1/0 

a.176 Does your platform uses secure network protocols in all levels of its architecture? 
a) Yes 
b) No 

 

0.5/0 

a.177 Does your platform use secure authentication protocols in all levels of its architecture? 
a) Yes 
b) No 

 

0.5/0 

a.178 Do you apply the AS4 protocol and the Edig@s-XML (or equivalent) format for 
document based data exchange for the platform? 
a) Yes 
b) No 
 

0.5/0 

Maximum points per this domain/ Total Pass Mark per this domain: 5.5/3 
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Peak service load 
Rationale: IT Infrastructure capacity available and used, and scalability of IT infrastructure to deal with a high 
amount of transactions, users, etc. 
 
 Score 
a.179 Have you stipulated specific metrics to evaluate the compliance of your system with 

expected technical and performance requirements of your platform users (e.g. response time 
per transaction)? 
a) Yes 
b) No 

 

1/0 

a.180 Can your platform scale adding more physical devices to the existing architecture? 
a) Yes 
b) No 

 

1/0 

a.181 Can your platform scale virtually (increasing resources assigned to the already existing 
virtual machines, if any)? 
a) Yes 
b) No 

 

1/0 

a.182 Is your platform designed to scale horizontally? 
a) Yes 
b) No 

 

0.5/0 

a.183 Is your platform designed to scale vertically? 
a) Yes 
b) No 

 

0.5/0 

a.184 Does your platform implement or is your platform designed for high implementing 
availability? 
a) Yes 
b) No 

 

0.5/0 

a.185 Do you have information related to scalability percentage, and the underlining 
conditions and costs? 
a) Yes 
b) No 

 

0.5/0 

Maximum points per this domain/ Total Pass Mark per this domain: 5/2 
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Graphical user interface of the platform in English 

Rationale: Usability of the web front-end of the platform 
 
 Score 
a.186 Does the graphical interface follow a best practice in terms of usability of the platform? 

a) Yes 
b) No 

 

1/0 

a.187 Can your user interface be customised based on the user profile and its skills, as well as 
based on the role s/he plays on the platform? 
a) Yes 
b) No 

 

1/0 

a.188 Is usability of the user interface subject to testing by regular users prior to adoption? 
a) Yes 
b) No 

 

1/0 

a.189 Do you do regular revision of usability of your platform through questionnaires or other 
ways to involve stakeholders? 
a) Yes 
b) No 

 

1/0 

a.190 Does your graphical interface offer an on-line contextual help which can guide 
inexperienced end-users? 
a) Yes 
b) No 

 

0.5/0 

a.191 Does your graphical interface allow to be tailored to the desire of the end user (e.g. 
selecting plug-ins, widgets or any other kind of removable/additional tool-set)? 
a) Yes 
b) No 

 

0.5/0 

a.192 Is your graphical user interface offered in English? 
a) Yes 
b) No 
 

1/0 

Maximum points per this domain/ Total Pass Mark per this domain: 6/3 
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Helpdesk availability (outside business hours) 
Rationale: Technical and business support available 24/7. The Technical and business support is provided in 
English. 
 
 Score 
a.193 Is the platform’s technical helpdesk available 24/7? 

a) Yes 
b) No 

 

1/0 

a.194 Is the platform’s business helpdesk/support available 24/7? 
a) Yes 
b) No 

 

1/0 

a.195 Do you have metrics in place (eventually included also in a Standard Level Agreement 
with the platform users) to monitor the performances of the technical helpdesk of the 
platform? 
a) Yes 
b) No 
 

0.5/0 

a.196 Do you have metrics in place (eventually included in a Standard Level Agreement with 
the platform users) to monitor the performances of the business helpdesk/support of the 
platform? 
a) Yes 
b) No 
 

0.5/0 

a.197 Is platform’s technical helpdesk available in English? 
a) Yes 
b) No 

 

1/0 

a.198 Is the platform’s business helpdesk/support available in English? 
a) Yes 
b) No 

 

1/0 

a.199 Is the platform’s business helpdesk/support available in more than one EU Official 
Language? 
a) Yes 
b) No 

 

0.5/0 

Maximum points per this domain/ Total Pass Mark per this domain: 5.5/3 
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Annex 4 – Case Study, scored qualitative criteria   

The candidates for the platform shall submit a detailed proposal in writing based on the case study presented 
below, with the assumption that the services are provided to TSOs for a period of three (3) years from the 
contract signature.   

The case study does not commit the Agency or any other party to place a request for such a services. It is 
the Agency’s intention to use the case study for assessing the current degree of the platforms ability of 
implementation of good practices in IT service management when including new points, namely Mallnow 
and GCP VIP. The case study is not part of the consultation: only the booking platforms will receive the 
case study in full. The Agency only share in the framework of this consultation the evaluation methods.  

The booking platforms reaching the pass-mark for the IT self-assessment have to demonstrate how the 
booking platform can offer the basic implementation and improve functionalities through continuous 
development, user friendliness, secure access, change management and data security and backup. 

The case study thus covers the project proposal of the booking platform. The Agency will evaluate the 
quality of the proposal: 

Completeness 

The proposal for the case study should include all the requested information in detail. The scope of the case 
study should duly consider all constraints described.  

Consistency 

The information provided should describe a workable and realistic project that could be implemented in 
practice with means staff, skills and contracts which are already available to your platform and which may 
deliver a reasonable and meaningful contribution to the project. 

Robustness 

The proposal for the case study should be robust to allow adjustments in scope and in time, to properly 
prevent and mitigate for unexpected delays/issues in any phase of the project.  

Relevance 

The proposal for the case study should be in line with the existing way of working of the platform, and shall 
consider the existing practices for governance and IT processes. 

Efficiency 

In respect to efficiency, the proposal for the case study should be, as a minimum, in line with the constraints 
and delivered timely. 

The scoring is at the discretion of the Agency. The booking platforms will be duly informed about 
the scoring methodology 
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Consultation question: 

1. Do you consider that the evaluation method outlined above, analysing completeness, consistency, 
robustness, relevance and efficiency of the case study proposal, is fit for the assessment on how the 
booking platforms improve functionalities through continuous development, user friendliness, 
secure access, change management and data security and backup? 

�YES 

�NO 

Please explain your answer. 

 


